Data Protection (GDPR)/Confidentiality Policy
LYMPSTONE PRE-SCHOOL
The pre-school's work with children and families will sometimes bring us into contact with confidential information.

To ensure that all those using and working in the pre-school can do so with confidence, we will respect confidentiality in the following ways:

· Parents will have ready access to the files and records of their own children on request but will not have access to information about any other child.
· Anything discussed within a committee meeting is confidential. Published Minutes will not include highly confidential information.

· Staff will not discuss individual children, other than for purposes of curriculum planning/group management, with people other than the parents/carers of that child.

· Information given by parents/carers to the pre-school leader or key person will not be passed on to other adults without permission.

· Issues to do with the employment of staff, whether paid or unpaid, will remain confidential to the people directly involved with making personnel decisions.

· Any anxieties/evidence relating to a child's personal safety will be kept in a confidential file and will not be shared within the group except with the child's key person/playleader and the chair.

· Students on Pre-school Learning Alliance or other recognised qualifications and training, when they are observing in the pre-school, will be advised of our confidentiality policy and required to respect it in line with permanent staff requirements.
· All information and documents of a sensitive nature will remain on preschool premises and stored securely. All information storage and sharing is all done in line with the GDPR guidelines and restrictions – only required information is requested and is stored in a secure, confidential manner. Information is only shared with consent of the data subject unless there is concern that there will be significant risk or harm to the child or another individual. Please see privacy notice and data protection procedure. 

· Records will be held in accordance to legal requirement guidelines for retention, updated as required and after which will be destroyed in a confidential manner. Please see retention period guidelines. 

· Any information held on staff/children will be stored in locked files in a locked room and will be accessed only by those with a legal right or professional need to see them. Consent will be obtained for access/storage of these documents. Consent can be withdrawn at any time unless our legal requirement to access this information overrides this.
All the undertakings above are subject to the paramount commitment of the pre-school which is to the safety and wellbeing of the child.  Please see also our policy on safeguarding & well-being (child protection).

· The data protection officer for the setting is Vicki Drinkwater. All staff members are data processors and will abide by GDPR regulations when processing information. The data controller for the setting is Vicki Drinkwater.

· Lympstone Preschool is registered with the ICO and this membership will be updated annually.

· Any information stored on electronic devices/computer/ipad/phone will have locked password or PIN protected access to ensure that all information is securely held.

· Images or videos will not be taken or stored on personal mobiles/devices only via preschool password protected ipads which will be uploaded onto secure Tapestry site to share with parents.

· Memory sticks/children’s information files will be stored in locked filing cabinets and general personal information that isn’t of a sensitive nature will be held in the preschool office which is double locked and accessed only by staff/professionals with allocated access rights.

CCTV – the outside areas of the preschool are monitored by CCTV cameras. There are 4 cameras (two across the front and two across the rear), digital recording hard drive & monitor in the double locked office. The cameras are only recording when the setting is closed but will remain ‘on’ so that the management staff in the office have an additional safeguarding tool for outside play/entry gates. Any recorded images (when setting is closed) will only be shared with authorities should there be any criminal activity to report. Please see CCTV policy for full details.

Parents are asked for consent to share email address to Tapestry and Parentmail to set up an initial communication account. Further personal information will be inputted by individual parents themselves once the account is set up. 

NO INFORMATION WILL BE SHARED WITH OUTSIDE AGENCIES/THIRD PARTIES UNLESS WITH PRIOR CONSENT FROM THE DATA SUBJECT. THIS CONSENT CAN BE REMOVED AT ANY TIME UNLESS ACCESS IS REQUIRED FOR LEGAL/LAWFUL REASONS WHICH WILL OVERRIDE THE REQUEST FOR REMOVAL. THIS IS IN LINE WITH GDPR REGULATIONS.

This policy was adopted at a meeting of the pre-school held on
..................................(date)

Signed on behalf of the pre-school
.....................................................
