Lympstone Pre-school

Mobile Phone/ipad/computer useage policy and procedure 2019

At Lympstone Preschool we prioritise the safety and wellbeing of all of the children in our care, their families and our staff team. With this in mind, this policy covers our strict management of mobile phones and any IT based devices in order to keep everyone safe. 

· No personal mobile phone or devices shall be used within the setting – staff may only use personal equipment within break out areas or off site and never to record the children – all visitors to site will be advised of this policy and will be asked to leave any mobile devices in the office or switched off in their bags. (iwatches/fitbit watches will be allowed providing no camera facilities are activated)
· Preschool provide password protected ipads and laptops which shall be used in line with GDPR and safeguarding guidelines. Any photographs will be stored securely and will only be shared with parents with prior consent and through our secure Tapestry system. Any group photos will only be shared with other parents if prior consent has been obtained. 

· Lympstone Preschool have a password protected emergency phone which will be taken on any off site excursions – should this be unavailable then the lead practitioner will be consented to take their own mobile device on a trip for emergency purposes only ! Any photographs may only be taken on a previously wiped and password protected preschool ipad and will following GDPR/safeguarding policy and procedure whereby they will only be shared with parents via our secure Tapestry system and with prior consent. 

· IT access – children will only have access to age appropriate programmes on touch screen computer/laptop or ipad in session. This will be fully supervised by an adult – as an additional security measure Lympstone Preschool have installed ‘Disney Circle’ which limits the internet access capabilities of any devices on site and is managed by the setting manager. 

· Any singing/dancing music/educational videos will only be accessed via an adult for a group activity via kids you tube and will be supervised at all times by an adult – these will be filitered automatically via the Disney Circle for safeguarding compliance. 

· All preschool laptops are malware protected and password protected and have the correct licences for use. This will be maintained annually.

· The preschool facebook and/or any social media pages will be managed by a setting manager and will not feature any information or photographs of any of the children nor any specific information about attendance or routines in order to maintain safeguarding and security. All information on our preschool website will also follow the same guidelines and will also maintain GDPR compliance. 

· During any preschool performances parents will be asked to limit any photographs to those of their own children only and will be asked not to share on social media – any sightings of social media sharing will be asked to be removed and if necessary, reported.  

· Any off site companies (performers/readers etc) visiting the preschool to host events or any professional or newspaper photography will have had prior consent from parents given before any images will be taken and authorised/released to share. This will be monitored and limited to children with consent from parents only and will not feature any other children. All images shall be in line with safeguarding procedure.

· One designated ipad (wiped of any sensitive information) will be available to be signed out by staff for administration purposes. This is the only IT device which will be able to be signed off site (unless devices are being repaired). 
